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Introduction: System Requirements

Introduction

Welcome to the instructions for installing Medici release 2010.2. This guide addresses new
installations as well as updating existing Medici installations, either from 3.x or 2010.1.

Note: The instructions for updating from 3.x are substantially different than updating from
Medici 2010.1. Click Help, About from the menu in Medici to determine your currently
installed release number.

All types of Medici implementations are covered: server, client, and standalone. You can
successfully install this Medici release on your own using these instructions.

Important: Wolters Kluwer Financial Services has made every effort to ensure an error-free
installation. However, if you encounter an error message during installation, call Medici
Support at 1-800-274-2711 ext. 125343 before proceeding.

Summary for Updating Medici

This installation can be used to update any earlier version of Medici.

Your update will proceed along these lines:

Review system requirements to make sure you are up-to-date with all prerequisite software
Perform and complete pre-install tasks, including the backup of your database and critical files
Uninstall your existing version of Medici

Removal of left over files

Install the new 2010.2 version of Medici

Copy back the backed-up database and files

Perform some post-install configuration

Your update will proceed along these lines:

Review system requirements to make sure you are up-to-date with all prerequisite software
Perform and complete pre-install tasks, including the backup of your database and critical files
Install the new 2010.2 version of Medici (no previous release uninstall required)

Perform some post-install configuration
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Introduction: System Requirements

Summary for New Medici Installation

If you have not already, please make sure your choice of equipment for your Medici system is
supported by reviewing the system requirements. You should also have made the decision about
your system and network configuration, that is, whether you are doing all of your Medici work on a
single standalone workstation or working in a more complex environment with server and database
servers and multiple clients. Please visit Appendix F for more details on available configurations
and their capabilities if you need to.

Your new Medici installation will proceed along these lines:

Review and complete pre-install tasks
Install the 2010.2 version of Medici

Perform some post-install configuration

The latest hardware requirements and list of supported Windows operating systems for each
implementation of Medici can be found on the SupportLine web site,
http://support.wolterskluwerfs.com/Documentation/assets/Medici_System Requirements.pdf.
Other required software is also listed.

Note: Only the 32-bit version of Office 2010 is supported. The 64-bit version of Office 2010
is not supported and cannot be used with Medici at this time.

Security Settings in Some Operating Systems

You may receive an operating system warning if you are installing on any of the following operating
systems and your current security settings are preventing the installation of Medici:

Windows Vista - 32-bit & 64-bit

Windows 7 - 32-bit & 64-bit

MS Server 2008 - 32-bit & 64-bit

You may also receive these same warnings when you try to open Medici on any of these operating
systems. You may need to revisit user permissions or security policy for your operating system
before installing or using this release of Medici.
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Pre-installation Tasks: Pre-install Tasks for an Existing Install Upgrade

Pre-installation Tasks

To install Medici successfully there are a number of pre-install tasks that must be performed first,
such as setting a number of permissions and other configurations. The list of tasks is different for
an existing install upgrade and a new install.

Database Backup

Even though the Medici installation is designed to leave your existing database intact, we highly
recommend that you backup your existing Medici database before you install this update. Use the
Back Up task present in your version of SQL Server to backup your database.

Transactions Backup

We recommend that you backup your existing Medici DMTransaction folder before you install this
upgrade.

Delete Numerical DMTransaction Subfolders

If you are upgrading from any previous version, delete all the numerical folders found within the
DMTransaction\DocumenterUpdateFolder location.

Important: You must delete all of the numerical subfolders under the
DMTransaction\DocumenterUpdateFolder location.

Custom Files Backup

A number of files used by Medici should be backed up before installing this release.

Create a new folder on the same drive as your Medici server named Custom Files. Copy the
following files from your existing Medici installation to this Custom Files folder:

DMLic.lic - Your Medici license file, in the MediciServer folder

Userdocs folder (if available)

Server.ini - In the MediciServer folder

NumToText.XML (if available), in the MediciServer folder
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Pre-installation Tasks: Pre-install Tasks for an Existing Install Upgrade

Encryption Key location - The location of this file is specified in server.ini, located in
the MediciServer folder. Note this folder location as you will be asked for it during the
server install.

Important: If you are not sure about the location of your Encryption Keys folder,
contact Medici Support at 1-800-274-2711 ext. 125343 or
MediciTechSupport@wolterskluwer.com before proceeding. Backup is imperative
since if for any reason you lose your keys, or they become corrupted, Wolters
Kluwer Financial Services cannot recover them, and any data encrypted using those
keys cannot be decrypted.

Create a new folder on the same drive as your Medici client named Custom Files. Copy the
following files from your existing Medici installation to this Custom Files folder:
LW.ini and RMDisplayVars.xml in the MediciClient folder

Mbnk.mdb in the MediciClient\Databases folder
Macros.ini (if available)
Multiple files in the MediciClient\Word Automation folder:
BankUseOnlyText.rtf
Amort.xls
Bank_FindReplace.mdb
UFormat.ini
BankSpecific.dot

O O O O O O

Any and all .bmp files, that is, logos

Medici Previous Version Uninstall

If you are upgrading from Medici 3.x to Medici Release 2010.2 you must un-install the previous
version manually before you install 2010.2.

Note: You do not need to un-install the previous version if you are upgrading from 2010.1
to 2010.2.

1. After you have backed up the files listed previously, un-install the earlier releases of Medici
using the Add/Remove Program option available in Control Panel in Windows.

2. After the earlier version of Medici is un-installed, you must delete the MediciServer and
MediciClient folders manually from your respective Medici server and client machines.

Note: Failure to properly uninstall a 3.x version and remove the MediciServer and
MediciClient folders prior to installing 2010.2 will result in an improperly installed Medici
2010.2 version.
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Pre-installation Tasks: Pre-install Tasks for an Existing Install Upgrade

When uninstalling the Medici client you may encounter a warning about a missing
DMDocumentGenerator.dll:

The following files did not self-register or unregister:
1. C:\Medici\MediciClient\DMDocumentGenerator.dll
The specified module could not be found.

Ignore the warning. The uninstallation of the client was successful.

Database Permissions

Database permissions and users that you established for earlier versions of Medici will work with
2010.2. Note that the credentials chosen at install time will need to have the DB_Owner access at a
minimum to the database being upgraded, and DB_Creator permissions on the SQL Server to
upgrade an existing Medici database. These roles are only required during the upgrade process. The
application server’s SQL credentials also need DB_reader and DB_writer access to the SQL
database.

Database Upgrade Pre-Requisite Installation

The following components will need to be installed prior to installing and running the database
upgrade portion of the installation.

Note: If you are running the Medici upgrade from a machine that is remote to the instance
of SQL Server hosting the database being upgraded, and the machine the installer runs
from does not have SQL Server, you can uninstall these packages after the database has
been successfully upgraded on the remote machine.

Install the SQL Server 2008 R2 System CLR Types package as a pre-requisite. If this package is not
installed prior to selecting the database feature in the Medici install, the Medici install will abort.
It should be installed on the same machine from which you will run the install for the database
server feature.

The 32-bit version of the installation will be located at <cd
folder>\Prerequisites\SQLCLRTypes\X86\SQLSysClrTypes.msi.

The 64-bit version of the installation will be located at <cd
folder>\Prerequisites\SQLCLRTypes\X64\SQLSysClrTypes.msi.

Note that the System CLR Types for SQL Server 2008 R2 installation requires Windows Installer
4.5 and its installer can be downloaded from
http://www.microsoft.com/downloads/en/details.aspx?familyid=5a58b56f-60b6-4412-95b9-
54d056d6f9f4&displaylang=en.
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Pre-installation Tasks: Pre-install Tasks for an Existing Install Upgrade

If you are upgrading the Medici database, then the SQL Server 2005 Native Client should be
installed as a pre-requisite.

It should be installed on the same machine on which you will run the install for the database server
feature.

The SQL Server 2005 Native Client can be found at
http://www.microsoft.com/downloads/en/details.aspx?familyid=dfOba5aa-b4bd-4705-aala-
b477ba72a9cb&displaylang=en. The Native Client file, sqlncli.msi or sqincli_x64.msi, is available
for both 32- and 64-bit operating systems. Right-click on the .msi file and choose Install to begin
installation. Instructions for installing SQL Native Client can be found at Appendix A: SQL Server
Native Client Install.

If you are upgrading the Medici database, then the SQL Server 2008 R2 Native Client should be
installed as a pre-requisite.

It should be installed on the same machine on which you will run the install for the database server
feature.

The SQL Server Native Client is also bundled in the Medici install program. It will be installed by
the installation program if necessary.

Instructions for installing SQL Native Client can be found at Appendix A: SQL Server Native Client
Install.

If you are upgrading and installing the Medici database, then the SQL Server 2005 Management
Objects Collection should be installed as a pre-requisite.

It should be installed on the same machine on which you will run the install for the database server
feature.

The SQL Server 2005 Management Objects Collection can be found at
http://www.microsoft.com/downloads/en/details.aspx?familyid=dfOba5aa-b4bd-4705-aala-
b477ba72a9cb&displaylang=en. The file, SQLServer2005_XMO.msi or

SQLServer2005_ XMO_x64.msi, is available for both 32- and 64-bit operating systems. Right-click
on the .msi file and choose Install to begin installation.

Instructions for installing the SQL Server Management Objects Collection can be found at Appendix
B: SQL Server Management Objects Collection Install.

If you are upgrading and installing the Medici database, then the SQL Server 2008 R2 Shared
Management Objects Collection should be installed as a pre-requisite.
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Pre-installation Tasks: Pre-install Tasks for an Existing Install Upgrade

It should be installed on the same machine on which you will run the install for the database server
feature.

The SQL Server Management Objects Collection is also bundled in the Medici install program,
compressed within the Setup.exe. It will be installed by the installation program, if missing.

If you wish, you can install the SQL Server 2008 R2 Shared Management Objects Collection prior to
installing Medici. For instructions on how to install the SQL Server Management Objects Collection,
see Appendix B: SQL Server Management Objects Collection Install.
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Pre-installation Tasks: Pre-install Tasks for a New Install

.NET Framework Installation

For all features, server, database, and client, you will need the following versions of .Net
Framework installed:

Microsoft .NET Framework Version 1.1

Microsoft .NET Framework Version 2.0 SP1

The install will abort if either of these versions is not present.

Note: Windows 7 and Vista SP1 already contain .NET Framework 2.0 SP1 as part of the
operating system.

You can install them from the following folders on the CD depending on whether you are installing
onto a 32- or 64-bit operating system:

.NET 1.1 folder: Prerequisites\NET Framework\1.1\dotnetfx.exe. Use this file for both 32- and
64-bit installations.

.NET 2.0 SP1, 32-bit folder: Prerequisites\NET Framework\2.0SP1\X86\NetFx20SP1_x86.exe
.NET 2.0 SP1, 64-bit folder: Prerequisites\NET Framework\2.0SP1\X64\NetFx20SP1_x64.exe

A free .NET verification tool is available from Microsoft at
http://blogs.msdn.com/b/astebner/archive/2008/10/13/8999004.aspx. You can use this tool to verify
the presence or absence of a particular version of .NET Framework on your machine.

Database Backup File Location

A database file containing the details of your institution was created for you as part of the product
purchase. You will need this file and its location during the Medici installation.

Note: If you are performing a remote Medici database install, the SQL Server service
account must be granted access to the share where the database file is located. This
service account is not the same account as your SQL Server login.

License File

As part of your product purchase you should have obtained a Medici License Key file, DMLic.lic.

Store the Medici License file at a location where it can be easily accessed by the installation
program. You will be required to enter the location of the file during the installation of the server.
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Pre-installation Tasks: Pre-install Tasks for a New Install

Medici Encryption Keys

Encryption keys are used to encrypt and decrypt your database information and other sensitive
client data that the application may use. Create a folder to house your Encryption Keys. An
example folder name is MediciKeys. Locate the Encryption Key folder on the same machine as the
Medici Application Server. Note this folder location as you will be asked for it during the server
install.

You must have full control over the folder location during the installation, because Medici needs to
write and save files in this folder.

Warning! For security reasons, Medici creates your key files for you as part of your product
purchase process. Once this process is complete, immediately make a backup of the files.
If the files are lost or become corrupted, you lose access to your data within the system,
such as customer information, transaction passwords and so on.

If you lose your files or they become corrupted, Wolters Kluwer Financial Services is not
able to provide assistance in decrypting your data. The keys are unique to each institution.

Operating System Permissions

The person installing Medici will need to have Administrator user permissions on the Windows
operating system where the installation is being performed.

Database Permissions

The installing user should have the "DB_Creator" rights within SQL Server to create a new Medici
database. You should have remote SQL permissions to perform a remote database installation.

Note: These permissions are needed by the login being used for SQL Server access. These
permissions must be granted to that login on the SQL Server instance where the install is
being performed.

Database Pre-Requisite Installation

The following components will need to be installed prior to installing and running the database
portion of the installation.

You should install SQL Server 2008 R2 System CLR Types package as a pre-requisite. If this package
is not installed prior to selecting the database feature in the Medici install, the Medici install will
abort. It should be installed on the same machine on which you will run the install for the database
server feature.

The 32-bit version of the installation will be located at <cd
folder>\Prerequisites\SQLCLRTypes\X86\SQLSysClrTypes.msi.
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Pre-installation Tasks: Pre-install Tasks for a New Install

The 64-bit version of the installation will be located at <cd
folder>\Prerequisites\SQLCLRTypes\X64\SQLSysClrTypes.msi.

Note that the System CLR Types for SQL Server 2008 R2 installation requires Windows Installer
4.5 and its installer can be downloaded from
http://www.microsoft.com/downloads/en/details.aspx?familyid=5a58b56f-60b6-4412-95b9-
54d056d6f9f4&displaylang=en.

Note: Windows 7 does not require Windows installer 4.5 as Windows Installer 5 is a built-in
component.

If you are upgrading the Medici database, then the SQL Server 2008 R2 Native Client should be
installed as a pre-requisite.

It should be installed on the same machine on which you will run the install for the database server
feature.

The SQL Server Native Client is also bundled in the Medici install program. It will be installed by
the installation program if necessary.

Instructions for installing SQL Native Client can be found at Appendix A: SQL Server Native Client
Install.

If you are upgrading and installing the Medici database, then the SQL Server 2005 Management
Objects Collection should be installed as a pre-requisite.

It should be installed on the same machine on which you will run the install for the database server
feature.

The SQL Server 2005 Management Objects Collection can be found at
http://www.microsoft.com/downloads/en/details.aspx?familyid=dfOba5aa-b4bd-4705-aala-
b477ba72a9ch&displaylang=en. The file, SQLServer2005 XMO.msi or

SQLServer2005_ XMO_x64.msi, is available for both 32- and 64-bit operating systems. Right-click
on the .msi file and choose Install to begin installation.

Instructions for installing the SQL Server Management Objects Collection can be found at Appendix
B: SQL Server Management Objects Collection Install.

If you are upgrading and installing the Medici database, then the SQL Server 2008 R2 Shared
Management Objects Collection should be installed as a pre-requisite.

It should be installed on the same machine on which you will run the install for the database server
feature.
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Pre-installation Tasks: Pre-install Tasks for a New Install

The SQL Server Management Objects Collection is also bundled in the Medici install program,
compressed within the Setup.exe. It will be installed by the installation program, if missing.

If you wish, you can install the SQL Server 2008 R2 Shared Management Objects Collection prior to
installing Medici. For instructions on how to install the SQL Server Management Objects Collection,
see Appendix B: SQL Server Management Objects Collection Install.

DMTransaction Path

Medici uses the DMTransaction folder to create the transaction files and output documents for all
loan transactions. Prior to the installation, you must create a DMTransaction folder. This folder can
be created on your local machine if you are doing a standalone installation.

If you want to share the transactions across a network on a network share for multiple Medici
clients, you will need to create the DMTransaction folder on a shared network resource, for
example, \\Fileserver\Sharename\. When creating the folder you need to have full control
permissions to the the DMTransaction folder and subfolders and the DMTransaction folder must be
shared. Additionally, each Medici user needs to have the same network access permissions to this
folder so all Medici clients can see and access documents generated by all other clients.

Note: Any machine that houses the DMTransaction folder needs to have its free disk space
monitored on a routine basis. The transaction files increase in direct relation to the
number of loan documents created.
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Installing Medici: Canceling or Interrupting the Medici Install

Installing Medici

The installation will be similar whether you are beginning with a new installation or are upgrading
an earlier version of Medici. The Medici installation will collect information in the following order:
Install Choices
Database (if selected)
Server (if selected)
Client (if selected)
Finishing the install

Post-install configuration

Note: If these features are spread across multiple machines for your Medici configuration,
you will need to install the features in the following order: Database, Server, Client.

The choices you make as to which features to install will depend on your selected or existing
configuration. If your server and database are hosted on separate machines, you will need to only
install the needed features. For standalone installations, you will need to install all three features.
For server configurations on a network, your client machines of course only need the client.

You have the option to cancel or to interrupt the Medici installation both, new and upgrades, over
the course of the installation. To cancel, click Cancel on any of the installation screens or click the
X Windows control available on the top right corner any of the installation screens. You will receive
a message asking you to confirm that you wish to cancel the installation.

You may also receive a notice the install has been interrupted after you receive a message that one
of the prerequisite software requirements is not present. You will need to correct the problem and
restart the installation.
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Installing Medici: Install Choices

x

InstallShield Wizard Completed

- The wizard was interrupted before Medici could be completely
installed,

Your system has nok been modified, To complete installation at
another time, please run setup again,

Click. Finish bo exit the wizard,

= Back

Cancel |

Click Finish to exit the installation.

Install Choices

1. To begin the installation, place the Medici CD into the CD-ROM drive. If the installation does
not automatically start, browse to the root of the CD and double-click Medici_Setup.exe.

Note: If you are installing onto Windows Vista 32-bit, Windows 7 Professional 32- or 64-bit,
or Windows Server 2008 32- or 64-bit, right-click Medici_Setup.exe and select Run as
Administrator from the context menu.

If you double-click the setup file, you will be asked for Administrator permissions.

2. The Medici Install window will display followed shortly by the installation Welcome window.
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Installing Medici: Install Choices

uy Medici Install 10.2.; x|

mMedici (T} Commerical Lending
Documentation Solution

Yersion 2010.2. X, X000

WEFS Support Website

Diownload Installation Instructions

Install Medici

Conkack Ls

i_'] Wolters Kluwer

Finamciasl Servicet

Installshield

Please continue to read this Installation Guide as well as the Release Notes before proceeding
with the installation. If you have any questions, click Contact Us for mailing, phone, fax, and
web-based contact options. When you are ready to continue the installation, click Install
Medici.

3. To proceed with the installation you must accept the Documentation Agreement indicating you
have read the release documents.
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Installing Medici: Install Choices

x|
Document Agreement

Please read the following document agreement carefully,

Before you install. ..

Ee sure to read the Installation Guide and Eelease Notes before continuing
with this installation. A hnk to the Installation Guide and Eelease Motes can
be found on the Medici Welcome Screen.

If vou have not read the Installation Guide or Eelease Motes, click Back to
return to the Medict Welcome Screen to review thus mformation before
contitming.

£+ I have read the Installation Guide and Release Motes.!

" I have not read the Inskallation Guide and Release Nokes,

Irstall5hield

< Back I Mext = I Cancel

Click Next.

4. Select the Setup Type for your installation. If you are upgrading from 2010.1 to 2010.2 you will
not see this screen.

q:D Wolters Kluwer

Medici Installation Instructions 15 Financial Services



Installing Medici: Install Choices

x

Setup Type

Please select a setup kype.

" Medici Client Only

only the client wil be installed,

Choose which Medici Features you wank installed and where they will be
installed, Choose this option to install the database Feature only, ar the
server Feature anly, or any cambination af the client, database, and
server features,

Irstall5hield

< Back I Mext = I Cancel

Each selection will give you different installation options:

Client. This choice will install only the Medici Client. If you choose to install only the
Medici client, proceed directly to Medici Client Installation for more details.

Custom. This choice will be used to install different configurations of Medici server,
database, and client. It allows you to select the individual feature you want to install or to
select any combination of the features you want to install.

Click Next.

5. Select the desired features that you want to install or upgrade. This screen only appears, if you
selected Custom. If you are upgrading from 2010.1 to 2010.2 you will not see this screen.

\:) Wolters Kluwer
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Medici Custom Setup

Please select the Medici features ko install on this machine,

MediciDatahase Fe.al:ure Descr!pllzlcnn -
MediciServer This Feature will install Medici
Clienk,

MediciClient

=8 This feature wil be installed on local hard drive,

=38 This feature, and all subfeatures, wil be installed on lacal hard drive.

f=0  This feature will be installed when required.

¥ This feature will not be available,

InstallShield

< Back | et = I Cancel

Important: You must select all of the features you wish to install at the same time
from this screen. If you install only one feature and then decide to install another
later, you will first have to uninstall your original choice and re-install it along with
your additional choice. It is important to understand the server/client/database
configuration you wish to install or update before selecting.

When considering how to install each feature note that only the MediciDatabase feature can be
updated remotely. The MediciServer cannot be updated remotely and must be installed
machine-side. The MediciClient cannot be updated remotely and must be installed machine-
side. The table below indicates which features to select for various Medici configurations:

Standalone Select all three features: MediciDatabase, MediciServer, and
MediciClient.

Remote database with | Select all three features: MediciDatabase, MediciServer, and

server/client on MediciClient.

another machine

Separate database and | Install the server at the server machine. The database can
server also be remotely installed from the server machine at the
same time. Choose MediciDatabase and MediciServer. Do
not choose MediciClient.

Database only The database can be remotely installed from any machine
& Wolters Kluwer
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or at the machine hosting SQL Server. Choose
MediciDatabase only.

Server only Install the server at the server machine. Choose
MediciServer only. Do not choose MediciClient.
Client only Choose only MediciClient and install at each client machine.

Choosing only the client feature will install just the Medici client. This option is same as
selecting Medici Client Only on the earlier Setup Type screen.

Note: If you are doing a client-only installation, please proceed directly to the Client
Installation portion of this guide.

6. Click Next. The installation program will check if Microsoft .NET Framework 1.1 and 2.0 are
installed. For new installations the installation will halt if these pre-requisites are not installed.
Please visit the Pre-Install section of this guide.

7. Browse to the location where you want to install Medici on your system. If you are upgrading
from 2010.1 to 2010.2 you will not see this screen; the installation will use your existing file
location.

iz Medici

Medici File Location

Please select the location of where you would like to place wour Medici Files,

Medici File Location:

..-/ ZiMedicit Browse |

Installshield

< Back

5 Zancel |

Depending upon your configuration choices, the following folders will be created:

\") Wolters Kluwer
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Medici Client <User Selected Location>\MediciClient
Medici Server <User Selected Location>\MediciServer

Medici Database  <User Selected Location>\MediciUpgradeFiles

Note: If you are installing onto a 64-bit operating system, you cannot choose a 64-bit
designated file area for the installation of Medici. You must choose a 32-bit compatible
area.

8. Click Next.

From this step onwards the installation will proceed on the basis of the choices you made on the
Setup Type and Medici Custom Setup screens.

This section applies to both new and upgrade installations for the database.

1. Select the existing local SQL server instance from the drop-down for creating or upgrading a
Medici database or Browse to the instances on the network. You can also type in the nhame of the
SQL server instance. Note that the instance path should include the machine name hosting it.

Medici Database Server

In order to upgrade or install the Medici database, please enter the
Following information,

Please select the SQL server inskance for the Medici database:

| MLTWHSQLERPRESS | Browse.. |

Conneckion infarmation ba upgrade or install the Medici Database:

" wWindows Authentication

{* 50l authentication using Login I0 and password below:;

Login 10 |

Passwiord; I

MOTE: See installation instructions for details on the SOL permissions needed ko perform an
upgrade of new inskall of the Medici database,

Instal Shield

+ Back | Mext = I Zancel

@ Wolters Kluwer
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Select the authentication type you use:
Windows Authentication. The credentials of the user currently logged into the machine
from where this install is being performed will be used. This option is selected by default.
SQL Authentication

0 Login ID: Login ID must be a valid SQL Server Login that has access rights to the
Medici SQL Server Database.

o Password

For an existing database upgrade, the credentials entered must have "DB_Owner" rights at a
minimum on the database being upgraded and "DB_Creator " on the SQL server.

For a new install, the credentials entered must have "DB_Creator" rights.
Click Next.

2. The install will verify the SQL Database connection and will display one or more error messages
if a connection cannot be made. You will need to edit your login or authentication type until the
verification is successful.

3. Next you will be asked to select Create New Medici Database for new installs or Select
Existing Database for upgrades.

Medici Server Information

Flease select "Create Mew Medici Database" ar "Select Existing Database”, IF wou seleck an
existing database dlick Browse ko select the existing database,

" Create New Medici Database

% Select Existing Databasei

Please enter the Medici Database Mame

| Browse. .. |

Irstall5hield

< Back I Mext = I Cancel
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Financial Services 20 Medici Installation Instructions



Installing Medici: Database Installation

If you are doing a new install, you will select Create New Medici Database and proceed to the For
New Databases section of this guide for the next steps you need to perform after clicking Next.

If an existing database is chosen, you will need the database catalog name. Click Browse to locate
an existing database from the SQL server instance.

Click Next.

4. On selecting a database for upgrade, the install will verify if it is a valid Medici database. If it
cannot verify the database, you will receive an error. Please review your database selection and
try again. Once the verification is successful, the install will ask to verify that a backup of the
database has been created prior to proceeding. After confirming that the database has been
backed up, select the acknowledgement checkbox.

i Medici

Database Backup Reminder

& backup af the Medici database should be performed before updating the program.

If wou have not completed a backup of the application Medici database, click "Cancel” to
exit the installation,

If wou have completed a backup of the applicable Medici dakabase please select the
checkbox below and select "Mext" to proceed with the installation,

[ I acknowledge that I have backed up the applicable Medici database.;

Install5hield

< Back I Mext = I Cancel

Click Next.

This completes the database feature install data collection for Medici. If you are doing a database-
only install, you will receive the Ready to Install screen and can proceed with your database
installation. If you are also installing the Medici application server you will proceed to collect the
information needed for the Server Installation.

‘,:) Wolters Kluwer
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For New Databases
1. After you have indicated you want to create a new Medici database, you will need to

acknowledge that you are creating a new database and not attempting to update a previous
installation.

Mew Database Install Confirmation

Plzase read the Following information carefully,

If this is an update from a prewious version, click "Back” to go back and change the
database server setkings,

Select the canfirmation checkbox ko click Mext ta proceed with the installation,

W 1 want to create a new Medici database and I acknowledge that no existing data
ill be retained,

Irstall5hield

< Back I Mext = I Cancel

Click Next.

2. Enter the name of the database you want to create for the Medici application.

vﬁ? Wolters Kluwer
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{5 Medici

Medici Database Setup

Flease enter a name for the Medici database,

Database Mame: ||

The SQL5erver instance has the Following defaults:

a0l Server selecked:MROZLP1MELIMANTY Test

S0L Data Path relative ko the S0L server: defaulk location will be used
S0l Log Path relative to the SQL server: default location will be used

Installshield

< Back I Mext = I Zancel

The screen displays the fully qualified SQL Server instance hame where the Medici database will be
installed.

Also note the SQL Data and SQL Logs will be created in SQL Server’s default location. Click Next.

3. Browse to the location of the database backup file, with extension .bak, created for your
install by the Wolters Kluwer Professional Services as part of the purchase process.

Note: If the .bak file is on a separate machine, you must have access permissions to it. The
user profile under which the SQL Server instance is running needs access to this location.
The user profile the install is running under, likely your own, does not need access to this
location.

»_"3 Wolters Kluwer
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Backup File Location

S0 Backup File:

Irstall5hield

< Back hexk = Cancel

The selected backup file will be used during the Medici install to create your Medici database.
Click Next.

4. The install will check if the selected backup file is valid and will display an error message if the
selected file is not a .bak file or you do not have permissions. Please make corrections and proceed
again.

This completes the database feature install data collection for Medici. If you are doing a database-
only install, you will receive the Ready to Install screen and can proceed with your database
installation. If you are also installing the Medici application server you will proceed to collect the
information needed for the Medici application server.

The Medici server installation process and steps are applicable if you have chosen to install the
Medici Server feature on the Medici Custom Setup screen. This applies to both new and update
installations.
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Note: For a new installation a version of SQL server or SQL Server Express must be installed
and accessible during the server install. The Medici server requires this connection and the
installation will fail without it.

1. As noted in the pre-installation section of this guide, you will need the location for your
Encryption Key files and the file location for your license file. This information is required for both
new and updating institutions. Use Browse to navigate to the locations. If you are upgrading from
2010.1 to 2010.2 will not see this screen since Medici already knows the location for these files.

Key File Location and License File Location

Please seleck the location where the Encryption Key Files are to be placed:

Key File Location: Erowse |

Please select the location where the License File was placed:

License File Location: Il BErowse |

Irstallshield

< Back I exk = I Cancel

2. Click Next. The install will check for both the Encryption Key folder and the License file. You
will receive an error if either is not found. You may need to edit your path.

3. Once the Encryption Key folder and license file are verified, you will be asked for the name of
the SQL Server instance hosting the Medici database. Use the drop down list to select an instance
on the same machine running the install, or use Browse to select other network locations. Note
that in all cases, if the SQL Server is a named instance, the specific name of the instance must be
included.
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Medici Database Server Connection Properties

Select database server and authentication method

Please select the database server where the Medici database is installed:

|MLTWHSQLERPRESS | Browse.. |

Please select the authentication method For connecting to the Medici database

= windows Suthentication

% Server authentication using Login ID and password

Login ID: I

Passwiord: I

Mame of database catalog:

|Medi|:i Brawse, ., |

MOTE: See installation instructions for details on the permissions needed ko connect ko the Medici
database.
InstallStield

% Back I Mext = I Cancel |

Note: The option to select the database server and the database catalog will be
disabled if you have also chosen to install the database feature, as we have already
collected this data. The login credentials gathered here will be used by the Medici
application for connectivity.

4. Select the authentication type you want the Medici application to use to connect to the SQL
server.

Windows Authentication. The credentials of the currently logged in user will be used. This
option is selected by default. This same identity will also be the identity used by the COM+
application which you will need to configure after the install is completed.

SQL Authentication. The credentials entered into the Login ID and Password fields will be
used.

0 Login ID: Login ID must be a valid SQL Server Login that has access rights to the
Medici SQL Server Database.

o Password
The user should have the "db_datareader" and "db_datawriter" permissions on the Medici
database.

5. Click Browse to select the Medici database from the selected SQL Server. Click Next. The
install will now verify the SQL connection and will display an error message if the connection is not
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verified. Edit your connection information until the install can verify a successful connection with
the SQL database.

This completes the collection of information needed for the installation of the Medici server.

These instructions apply to both new and upgrading institutions. To install the client:

Note: If you selected to install or update the Medici server as part of your installation
selection, you will not see the screen in Step 1 since the installation has already collected
this information. You will only see the screen in Step 1 if you are strictly installing only the
client.

1. Enter the network name or the IP address of the server hosting the Medici server installation.

i Medici
Medici Server Information

Flease enter the Medici Server Mame below,

Medici Server Mame:

Install=hield

< Back I Mexk = I Zancel

2. Click Next.

3. Select the DMTransaction folder by clicking Browse. This folder already exists for upgrading
users and was created in the pre-installation tasks for new installations.
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Note: For most configurations the DMTransaction folder should be on a shared network
location so all Medici clients can access and share transactions.

DMTransaction Folder Information

Flease enter or browse to the location of the DMTransaction folder,

[:\7 DMTransaction Faolder Location:

MOTE: & shared network, [ocation should be selected For the DMTransaction Folder,

InstallShield

= Back Mext = Cancel

4. Click Next.

The install will verify if the DMTransaction folder exists and will display an error message if it
cannot find the folder or if the installing user does not have write access to the folder. Please
make corrections until the verification is successful.

After a successful verification you will next be asked to select the preferred method that you
want to use to send emails from Medici.
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Email Method

X

Please select the email method used an this machine.

& outlook
" Groupwise
" smTP

" Lokus Mokes

Irstall5hield

Cancel |

< Back

5. Click Next.
6. If you selected SMTP as the email method on the Email Method screen, you will need to:

— Enter the port number of the SMTP server in the Port # field.
— Enter the name of the SMTP gateway or IP address of the server in the Server field.
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SMTP Email Information

In arder For Medici bo wark with SMTP mail, the following information is ne
wour 1T staff before completing the screen to ensure wou hawve the right i

Port |
Setver: I
Irstall5hield
< Back I Mext = I Cancel

7. Click Next to complete the collection of information for the client install.

A few more steps are required for the installation to complete.

Finishing the Install

After entering information for your selected Medici features, you will see the Ready to Install the

Program screen.
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Ready to Install the Program

The wizard is readw to begin installation.

Click Install ko begin the installation,

If wau wank ko review or change any af waur inskallakion settings, click Back, Click Cancel ko
exit the wizard,

Irstall5hield
< Back

Cancel |

1. Click Install. This begins the installation of Medici based on the options you have chosen.

Note: If you have selected to update the database feature, the installation checks for
the presence of both the SQL Server Native Client and the SQL Shared Management
Objects, both the 2005 and 2008 R2 versions of each. If any of these four packages is
not found, the Medici install will begin the installation of any missing package. This
may require a restart of your machine and you will have to restart your Medici install.
We recommend installing all of these prior to beginning your Medici install.

2. For an upgrade, if you selected the Database feature then the install will upgrade your
database.
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Medici Upgrade
Your Medici database is being upgraded Medici
Upgrade status:
Making a backup copy of your Documenter database. ., This may take a few moments, .,
Cancel |

Note: The Medici Upgrade window may appear behind the install screen. You may have to
look behind the install screen to see if the upgrade is finished.

3. [If your install includes the server feature, you will receive some status information from a
utility named Server Ferret. The purpose of the dialog boxes is to give you more detailed
information about the Medici server install up to that point.

. Server Ferret Results =101 x|

[The IMI file is located at C:\MedicixMediciS erver', s

¥ML PARSER COMFIRMATION:
ML Parser Verzion 3 iz installed.
ML Parser Yersion 4 iz installed.

DCOM INFORMATION:
DCOM iz enabled

#ML FILE YERIFICATION INFORMATIOMN:

W ararder]. wml file found. Pathwway good. Date/Time Stamp: 51342011 1:34:46 PM
Y arorder]. wml file found. Pathway good. Date/Time Stamp: 51342011 1:34:46 PM
W arorderZ. xml file found. Pattwsay good. D ate/Time Stamp: 5/13/2011 1:35:08 PM
W arorder3. xml file found. Pattwsay good. Date/Time Stamp: 51342011 1:35:34 PM
W arorders. wml file found. Patkwway good. Date/Time Stamp: 51342011 1:36:12 PM

arorder] 0.xml file found. Pathway good. Date/Time Stamp: 5/13/2011 1:37:16 PM
W arorder20.<ml file found. Pathway good. Date/Time Stamp: 5/13/2011 1:3912 PM LI

Close |
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4. You may also receive some status information labeled Ferret Findings. These are from the SQL
Ferret, which is specific to the client installs.

i x

Configuration Check:

ML 4 iz installed. =
L 3 iz installed.

DCOM iz Enabled

The IMI file iz located at C:iMedicibd ediciClissth

Facade Test Successful

IMI KEY IMFORMATION:
Ma blank Keps were found

METwORK SHARE INFORMATION:
Mo Metwork Paths containgd in IM] file

Cloze |

5. Please peruse the information from any ferret, especially looking for any warnings flashing in
red text at the top of the box. If you find any, please contact SupportLine. Click Close after
reviewing and the installation will continue. Do not cancel out of the installation if you receive any
warnings.

6. Once Medici is installed, you will see the last screen informing you the installation of Medici is
complete. Click Finish to complete the installation and proceed to post-install configuration.

After installing Medici Release 2010.2, you will need to perform some tasks before using the Medici
application.

Exclude the Medici Client Directory from Anti-Virus Scanning

Anti-virus software that performs real-time file scanning while running on a machine that hosts the
Medici Client negatively impacts the performance of Medici. Therefore, exclude the Medici Client
directory, and all child directories, from any real-time anti-virus file scanning.
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Configure Component Services

COM+ configuration differs depending on the current version of your operating system. Follow the
additional configuration steps in Appendix D to configure COM+ for Windows Server 2003, SP 1 and
above as well as Windows Server 2008. Complete only the section that applies to your environment.

Appendix D demonstrates how to configure user rights for the COM+ components following an
installation of the Medici Server.

Note: You should only configure COM+ if the Medici Server exists on a separate machine
from the Medici Client.

BankFindAndReplace

Important: Only those doing new installations or upgrading from Medici 3.x to 2010.2 will
need to run this Medici BFR Conversion tool.

If you are upgrading from 2010.1 to 2010.2, the installation program has already performed these
steps.

1. To run the conversion tool, on a client machine browse to the MediciClient folder, typically
located under C:\Medici, or to the folder you indicated during the install.

2. Double-click Medici Conversion Tool.exe. The main screen appears.
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EMEdici BFR Conversion Tool M=l

— Instuctions
I1ze the Old button ba find OLDEank_FindR eplace.mdb and
the Mew button to find Bank_FindReplace.mdb and then
Click the corvert button!

— Find the D atabazes

Find the OldB ank_FindReplace.mdb

Find the Bank_FindReplace.mdb Mew

— Convert Database

Corvert the Databaze COMVERT

i

3. Click Old and browse to the Bank_FindReplace.mdb which you backed up in the pre-install
steps. Note that the label next to the Old button indicates the filename is
OldBank_FindReplace.mdb but you did not need to rename the file when you backed it up.

4. Click New and browse to the Word Automation folder, typically under
C:\Medici\MediciClient\Word Automation. Select Bank_FindReplace.mdb.

5. Click CONVERT to start the conversion process.
6. When the conversion is complete, the conversion complete message appears.

7. Click OK to exit the Medici BFR Conversion Tool.

Restore Custom Files for 3.x to 2010.2 Upgrades

This section is applicable only if you are upgrading from 3.x to 2010.2.

In the pre-install section of this document you were asked to backup files from your Medici server
into a folder named Custom Files. Copy some of those backed-up files from the Custom Files
folder into your new or updated Medici server folders:

Userdocs folder (if available)
NumToText.XML (if available), into the MediciServer folder

Barcoding info.xml, into the DMTransaction\Templates folder
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Files that were backed up in the pre-install section but are not present on the above list should be
retained for reference only at their original backup location. Do not restore any files except those
listed here.

In the pre-install section of this document you were asked to backup files from your Medici client
into a folder named Custom Files. Copy some of those files from the Custom Files folder into your
new or updated Medici client folders:

Macros.ini (if available) and RMDisplayVars.xml into the MediciClient folder

Mbnk.mdb into the MediciClient\Databases folder

UFormat.ini, BankSpecific.dot, BankUseOnlyText.rtf, amort.xls, and any and all .bmp
files, that is, logos into the MediciClient\Word Automation folder

If you are installing multiple clients, you only need to perform the steps in this section once after
the first client install. Do not repeat them for every client. The purpose of these steps is to make
certain the updated files get copied over onto all the other client workstations automatically.

1. Create a new folder called 1.0 in the DMTransaction\DocumenterUpdateFolder location.

2. Place the following files from the client Custom Files folder you were asked to create in the
pre-install section of this guide into the 1.0 folder:

Bank_FindReplace.mdb (from the BFR Backup folder of the machine used to perform
the conversion. Only use the file present after the conversion process. Do not use the
file if the conversion process has not yet been run.)

Bank_Specific.dot (if available)

Logo001.bmp and any other logo files (if available)

Uformat.ini (if available)

Mbnk.mdb (if available)

Macros.ini, RMDisplayVars.xml and BankUseOnlyText.rtf (if available)

Update DMTransaction Folder for 2010.1 to 2010.2 Upgrades

If you are installing multiple clients, you only need to perform the steps in this section once after
the first client install. Do not repeat the steps for every client. The purpose of these steps is to
make certain the updated custom files get automatically copied over to any new client
workstations that may be added to your Medici environment at a later date.

1. Create a new folder called 1.0 in the DMTransaction\DocumenterUpdateFolder location.

2. Place the following files from an updated client Custom Files folder you were asked to create
in the pre-install section of this guide into the 1.0 folder:

From the MediciClient\Word Automation folder:
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Bank_FindReplace.mdb

Bank_Specific.dot

BankUseOnlyText.rtf

Logo001.bmp and any other logo files

Uformat.ini

Mbnk.mdb (from the MediciClient\Database folder

Macros.ini and RMDisplayVars.xml from the MediciClient folder
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Un-install Medici 2010.2

This section describes how to remove (un-install) the Medici application. The un-install behavior
described in this section is only applicable to Medici 2010.2 install. For un-installing 3.x Medici
versions, see Medici Previous Version Uninstall.

This un-install feature uses the Add/Remove Program option available in the Control Panel of the
Windows operating system. If you are familiar with removing other applications in Windows, you

will find that removing the Medici application involves similar steps.

Some files and folders remain behind when uninstalling Medici features:

Uninstalling the Medici Server:

The backup folders and all the contents of the backup folders are retained. These are the
folders and files you saved to the Custom Files folder in the pre-install section of this

guide.

NumToText.xml — If you have edited this file, an upgrade or un-installation does not
change or remove this file. You can find the file in the root directory of the Medici Server,
for example, C:\Medici\MediciServer.

License file — This file, DMLic.lic, is not overwritten or removed by an upgrade or un-

installation. You can find the file in the MediciServer folder.

Encryption Keys folder — This folder and its contents are not overwritten or removed by an
upgrade or un-installation.

Server.ini — This file is not removed.

Removing the Medici Database:

Existing Medici databases are never removed or overwritten.

If you choose to remove a Medici database feature, the only files removed are the database
upgrade utility files.

SQL backup files are your property, and are not removed by the un-installation process.

A log file is created during the installation/un-installation process. The log file is not
removed during un-installation. If errors occur as you remove Medici, you might find useful
information in the log file. The SQL log is found in Log Path relative to the SQL Server.

Removing the Medici Client:

The DMTransaction folder is never removed or overwritten.

The Client files that not overwritten or removed by the install:

(0}
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uformat.ini
Barcoding info.xml
Amort.xls

Iw.ini
BankUseOnlyText.rtf
0 RMDisplayVars.xml

©O O O O o

The un-install process will create a backup of important Medici files. These files are saved in
<Medici Install folder>\Install_Backup\<Version Number>\<Date>\<Time>\.

Example: C:\Medici\Install_Backup\10 2 0 1271\4 9 2011\23 35 41\

The un-installation of any Medici feature does not uninstall any files that were not installed as a
part of the Medici feature. So, if you uninstall a Medici feature, any file remains as is, so long as
the file was added after the Medici feature was installed.

To remove Medici:

1. From the Windows Start button, select Control Panel, Add or Remove Programs.
2. From the Currently Installed Programs list, click the Medici application.

3. Click Change/Remove.

4. You will be asked to confirm removal. Click Yes.

5. The Medici application is uninstalled.
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Appendix A: SQL Server Native Client Install

The instructions in this appendix apply to the installation of both SQL Server 2005 Native Client and
SQL Server R2 2008 Native Client. Both installations are identical. The screenshots in this appendix
are for the 2008 R2 Native Client.

The installation program for SQL Server R2 2008 Native Client is available at
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=ceb4346f-657f-4d28-83f5-
aae0c5c83d52&displaylang=en. The installation program for SQL Server 2005 Native Client is
available at http://www.microsoft.com/downloads/en/details.aspx?familyid=dfOba5aa-b4bd-4705-
aala-b477ba72a9ch&displaylang=en.

Run the SQL Server Native Client installer on the machine from which you will be upgrading your
Medici database. To install the SQL Server Native Client:

1. Double-click the downloaded .exe file. If the file has an .msi extension, right-click and choose
install. The Welcome window is displayed.

i Microsoft SQL Server Native Client Setup

> Welcome to the Install Wizard for Microsoft
SOL Server Native Client

Setup helps you install, modify ar remove Microsoft SOL Server
Mative Client, To conkinue, click Mext,

WARMING: This program is protected by copyright law and
international treaties,

Mexk = ] [ Cancel

Click Next.

2. Accept the license agreement and click Next.
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3. To personalize the installation, enter your name and the name of your organization and click
Next.

i& Microsoft SQL Server Native Client Setup

Registration Information

The Fallowing information will personalize vour installation.
Enker wour name and the name of your organization in the fields below,

Marne:
|MO

Campany':

|My Organization

< Back ] [ Mexk = ] [ Cancel

4. Select the Client Components option.

& Wolters Kluwer
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2 Microsoft 50QL Server Mative Client Setup

Feature Selection

Select the program Features you wank installed.

Click. an icon in the Fallowing lisk to change how a Feature is installed,

(=R} lient Components Feature description
¥~ | 50L Server Mative Clignk SOk, Micrasoft SQL Server Native
Client
Inskallation path
| Disk Cost... |
< Back ] [ Mext = ] [ Cancel ]

Click Next. The program is now ready to install.
5. Click Install to begin the installation.
6. The progress of the installation can be followed on screen.

7. Once the installation is complete, you will see a screen indicating the installation of SQL Server
Native Client is complete. Click Finish to complete the installation.
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Appendix B: SQL Server Management Objects
Collection Install

The instructions in this appendix apply to the installation of both the SQL Server 2005 Management
Objects Collection and the SQL Server 2008 R2 Shared Management Objects Collection. Both
installations are identical. The screenshots in this appendix are for the 2008 R2 version.

The installation program for SQL Server Management Objects Collection is available at
http://www.microsoft.com/downloads/en/details.aspx?FamilylD=ceb4346f-657f-4d28-83f5-
aae0c5c83d52&displaylang=en. The installation program for SQL Server 2005 Management Objects
Collection is available at
http://www.microsoft.com/downloads/en/details.aspx?familyid=dfOba5aa-b4bd-4705-aala-
b477ba72a9cb&displaylang=en.

Run the SQL Server Management Object Collection installer on the machine from which you will be
upgrading your Medici database. To install SQL Server Management Objects Collection:

1. After computing the space requirements for install, the Welcome window is displayed.

i& Microsoft SQL Server Management Objects Collection Setup

> Welcome to the Install Wizard for Microsoft
S0L Server Management Objects Collection

Setup helps vaou install, madify or remave Microsaft SOL Server
Management Objects Caolleckion . To continue, click Mext,

WARMIMNG: This program is pratecked by copyright law and
international kreaties,

Mext = | [ Cancel

Click Next.
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2. To proceed with the installation you must accept the license agreement. Click Next.

3. To personalize the installation, enter your name and the name of your organization and click
Next.

i& Microsoft SQL Server Management Objects Collection Setup

Registration Information

The Following information will personalize yvour inskallation,
Enter ywour name and the name of vour organization in the fields below.

Mame:
|MO

COmpany':

|r'-'1~;.-' Of’ganizatinn

< Back ” Mext = ] [ Cancel

4. Click Install to begin the installation.
5. The progress of the installation can be followed on screen.

6. Once the installation is complete, you will see a screen indicating the installation of SQL Server
Management Object Collection is complete.

7. Click Finish to complete the installation.
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Appendix C: Configure Component Services

COM+ configuration differs depending on the current version of your operating system. Follow the
additional configuration steps in Appendix D to configure COM+ for Windows Server 2003 with SP 1

and above as well as Windows Server 2008. Complete only the section that applies to your
environment.

These instructions demonstrate how to configure user rights for the COM+ components following an
installation of the Medici Server.

Note: You should only configure COM+ if the Medici Server exists on a separate machine
from the Medici Client.

1. To open Component Services, from your desktop click Start, click Control Panel, double-click
Administrative Tools, and then double-click Component Services. The Component Services
window appears.

I+ :Component Services ;Iglll
@ File  Action Miew ‘Window Help |;|i|i|
o |mB 2

Consale Root

Component Jervices
Event Viewer (Local)
Services (Local)

Mame

@Component Services
Event Wiewer (Local)
%Services {Lacal)
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2. To locate the Medici COM+ Application, expand the Component Services node, expand the
Computers node, expand the My Computer node, and then expand the COM+ Applications node.

Click Documenter.

Component Services

@ File Action Wiew Window Help

=101 x|

| =Lm1

R

2

(1 Console Rook
EI@ Component Services
=23 Computers

EI@ My Computer
=L oM+ applications
&2 NET Utilities
g COM+ Explorer

£9 com+ Utilities

£% 115 In-Process Applications

1-§2 115 Utiities

% System Application
[#-{Z1] DCOM Config

#-[_3 Running Processes
[]-@ Ewvert Viewer (Local)

[+ Services (Local)

Documenter 3 object(s)

COM+ QC Dead Letter Queue

115 Quk-Of-Process Podled Ap

% M3 Software Shadow Copy Pr

[#-{_1] Distributed Transaction Coordinat

< |

B &

Components Legacy Rales
Components

3. Right-click the Documenter Medici COM+ object and select Properties. The Documenter

Properties window appears.

Advanced I Dump I

Documenter Properkties ﬂﬂ

General | Security I |dentity I Activation I Queuing

Pooling & Recycling I

@ IDocumenter

Description:

Application [D: {B44369CE-B3BE-4E 1B-430E-67454EA16131}

o1

Cancel | Lpply |

Note: If there is no Medici COM+ item on the Medici Server machine, follow the instructions
in Create a Missing COM+ Object.
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4. Click the Identity tab and select This User. Enter a user in the User field.

To make your setup work easier, you can also click Browse to select a user who has sufficient
rights and permissions to be a Local Domain Administrator. This administrator is able to log into the
application server, to run the Application Component, and to access any files or folders used by
Medici, but is restricted to operating only on the local machine.

Documenter Properties ﬂﬂ
Advanced I Dump | Pooling & Recycling I
General I Security Idetity | Activation I Queuing

Thiz application will run under the following account.
—Account

" System Account:

{ [nteractive user - The curent logged on user

 Local Service - Built-in service aceount

Hetwork Service - Buil-in service account with netwark
Clenzt:

" Local System - Complete access to lozal machine

User: I Browse. .. |
Password: I
LConfirm pazsword: I

\ij) Server applications cannot run under spstem service accounts.,

QK I Cancel Apply

Important: If the Medici database is using Windows Authentication, the user in this tab
should also be set up with permissions to access that database. If no current user meets the
defined requirements, or if there is a need to prevent users from having administrative
access, you must create a new user with the appropriate rights.

5. Click Apply and OK to close the Documenter Properties window.
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6. Right-click the Documenter item and select Start. This starts the COM+ Service for Medici.

i Component Services _IEIIﬂl
@ File Action Yiew ‘Window Help | - 5|L||
e | B XE 20 g |

D Console Root Documenter 3 object{s)

E@ Component Services
2 s o @ O
E‘@ My Camputer Components Legacy Roles

|_=_|[:| EOM+ Applications Companents
.\§§’ MET Utilities

&9 come Explorer
% COM+ QU Dead Letter Queus
4

%2 COM+ Utilities
% Crocumentet
£9 115 In-Proce Expart. .. |
-8 115 out-Of -+ I
&% IS Utilies ~ Shut dawn
® M5 Software  Disable
2 System App
[+ DCOM Config
[#l-[Z] Distributed Tran
(-] Rurning Proces: Delete
]

Event Yiewer {Local)
[+- 8 Services (Local) Froperties
Help

4 | ;I]

Yigw 3
Wew Window from Here

Create the COM+ object only on the machine where you installed the Medici Server, and only if the
Medici Client does not exist on the same machine. Medici users will have difficulty with
communications if the COM+ object for Medici does not exist on the machine where you installed
the Medici Server. These instructions demonstrate how to create a missing Medici COM+ object.

Note: The Medici Server installations that include the Medici Client should not contain a
COM+ Component.

1. To open Component Services, click Start, click Control Panel, click Administrative Tools, and
then double-click on Component Services. The Component Services window appears.
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mponent Services

@ File  Action Wiew ‘Window

Help

=101 ]

T

o |m B2

¥ Component Services
Event Viewer (Local)
g Services (Local)

Consale Root

Mame

@Component Services
Event Wiewer (Local)
%Services {Lacal)

2. To open COM+ applications, expand the Component Services node, expand the Computers
node, expand My Computer, and then expand COM+ Applications.

mponent Services

@ File Action Yiew  Window

Help

=101 x|

| =Lm1

« o Em| X @ @@k

(1 Console Rook
E@ Component Services
| =-[11 Computers
: EI@ My Computer
a COM+ Applications
{23 DCOM Canfig

D Running Processes
@ Event Wiewer {Local)

2 Services {Local)

<

[1-[Z1] Distributed Transaction Coordinat

COM+ Applications

g
L D

%

. MET Uilicies COM+ COM+ QU
Explorer Dead Let...
Documenter 115 In-Process 5

Applications  CQut-OF-Fro...

M5 Software Syskem
Shadow Co...  Application

£

COM+ Ukilties

£

115 Litilities

3. To create a new application folder, right-click COM+ Applications and select New then
Application from the context menu.
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omponent Services = IEllill

@ File Action View Window Help | - |5'|1||
e [B@EXem@alr* 2 |
D Console Root COM+ Applications

E| @ Component Services

- B[] Computers @ @ @ @

| . "

i = " . MET Ltilities COM+ COM+QC  COM+ Utilities

[0 Diskributed Trar:  yigy

-0 Running Process e windaw From Here g

Event Yiewer (Local) 113 In-Frocess 15 115 Ltilities
Services (Local) Refresh Applications  Out-OF-Pro. .,

|

-

M3 Software System
Shadow Cao...  Application

Welcome to the COM+
Application Install Wizard

Thiz wizard will help vou to install or create new applications.

Cancel

< Back

5. Click Create an empty application.
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Welcome to the COM+ Application Install Wizard il
Install or Create a MNew Application ‘_
Fleaze chooze whether you watt to install a pre-built application or create an )
empty application.

Inetall pre-built application(z).

Create an empty application.

Comnputer: tAy Computer

< Back x> Cancel

6. Type Documenter for the new application name. Select the Server application option and

click Next.

Welcome to the COM+ Application Install Wizard x|
Create Empty Application e
Fleasze specify the name of the new application.
2/

Enter a name for the new application:

IDDcumenterl

Activation Type

™ Library application
Components will be activated in the creator's process.

' Server application
Components will be activated in a dedicated server process.

< Back I Mewt » I Cancel

7. In the Set Application Identity window, select This User.

To make your setup work easier, you can also click Browse to select a user who has sufficient
rights and permissions to be a Local Domain Administrator. This administrator is able to log into
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the application server, to run the Application Component, and to access any files or folders
used by Medici, but is restricted to operating only on the local machine.

Welcome to the COM+ Application Install Wizard |

Set Application Identity =
Please specify the application identity.

— Account
The application identity will be set to the following account. Components in the application

will run under this account.  you are creating more than one application, this setting will be
applied to each application.
" Interactive user - the cument logged on user

™ Local Service - Builtin service account.

" MNetwork Service - Builtdin service accourt with network access

User: I Browse... |

Password: I

Confirm password: I

< Back I et = Cancel

Important: If there is any problem with the administrator, select another user that has
full access to both the folders that Medici uses and to the SQL Server. Access to the
SQL Server is only necessary when using Windows Authentication, however. If no
current user meets the defined requirements, or if there is a need to prevent users
from having administrative access, you must create a new user with the appropriate
rights.

8. After you create or select a user, click Next.

9. If you are on Windows Server 2008, you will be asked to Add Application Roles and Add Users
to the roles. Accept the default role, CreatorOwner, click Next, and accept the current user. Click
Next and Finish.

10. If you are not working from Windows Server 2008, please skip to Step 14. For Windows Server
2008 users, right-click Documenter and choose New, Component. Click Next from the COM+
Component Install Wizard Welcome screen.
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Welcome to the COM+ Component Install Wizard |

Import or install a component e

..install a new component or import components that are already registered.

e ¥

Install new component(s).

Import componenti(z) that are already registered.
WARMING: This will not register interface and method information.

i
fF Install new event classies).

ki

Application: DocumenterPlus
Computer: My Computer

< Back et > Cancel

11. Choose Import component(s) that are already registered and browse to the location of
DMFacade.dll in the MediciServer folder.
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elect files to install
l: )v| .~ Local Disk (C:) ~ Medid - MediciServer - ]| Search MediciServer ¥
Crganize *  Mew folder == - E] l@l
‘v Favorites Name “ | Date modified | Type
Bl Desktop | TxnLog 5/31/2011 3:55 &AM File folder
4 Downloads | adadb.di 5/29/20117:51PM  Application £
=l Recent Pl -
i1 Rerent Flaces %) cryptolnterface.dl 5/20/20118:43PM  Application £
=5 Libraries % DEXML.dI 5/29/20118:50 PM Application
3 Doouments %) DMCommon.dll 5/28/20118:50 PM Application &
,J'. Music % DMDAO.dI 5/28/2011 8:49 PM Application &
=] Pictures %) DMDataSource.dll 5/29/20118:50 PM Application e
B videos %] DMDocGenDatasource. di 5/29/2011 8:50 PM Application
- |%| DMDocumentGenerator. dil 5/29/2011&:51PM Application e
1M Computer -
|%| DMDocumentGeneratorManager, dil 5/28/20118:51PM Application €
ﬁi Netwaork :
|| DMFacade. TLE 5/29/20118:51PM TLE File P
1| | »
File name: | DMFacade.dI =| |component Files (".di~tib) =]
Open I Cancel |
4
12. Click Open. DMFacade.dll has been added to the Files to Install list.
AR
\_:) Wolters Kluwer
54 Medici Installation Instructions

Financial Services



Appendix C: Configure Component Services: Create a Missing COM+ Object

Welcome to the COM+ Component Install Wizard |
=1
Install new components So—
Please specify the file(s) that contain the components you want to install. J

Click Add to choose the file(s) that contain the compaonents you want to install.
Files to install:

File | Contents |
‘C\Medici"MediciServer\DMFacade... components, typelib

Add
Bemave |

Components found:
Companent | F‘mperties| Irrterfaces| Installed | v Details
Facade COM= found Mo
< Back Mesdt = Cancel

13. Click Next and Finish and DMFacade.dll will be installed as a component. Skip to Step 15.

14. Drag and drop the DMFacade.dll file from the Medici Server Directory location to the
Components folder under the new Medici application, for example: C:\Medici\MediciServer.

i+:Component Services

@ File  Action  Wew ‘Window Help
e mmXEE2 B g
[:I Console Root Documenter 3 object(s)
E-@ Component Services
ED Camputers D D D

=] @ MMy Compuker

st le L Ral
=3 co Applications OMRoNENCs Cnm?;cgnts oles
- ? JMET Utlitiss
&
[l COM+ Explorer & MediciServer (] 4
- COM+ QC Dead Letter Queus -
-2 ComM+ Utilities File Edit view Favorites Tools  Help | :,"
(-5 Documenter G Y 1 |
Back - | - - search Folders -
E1-&2 115 In-Process Applications B rd M-
115 Qut-Of-Process Paoled Ap Address I@ Ci\MedidiMediciserver j d °

&2 115 Utiities

D

5 Software Shadow Copy Pr

et Fplcation File and Folder Tasks j . ] .&]
[+ DCOM Config i Rename this il

-
[]--D Distributed Transaction Coardinat: . - . DMFacade...
|y Move this file
&[] Running Processes o
[ Event Viewer (Local) D Copy this file
[ Services (Local) @ Publish this file ta the
ek
S ot =] oive il MMananer.di_ D i i E

»_"f) Wolters Kluwer
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15. Verify the component folder appears as follows:

Component Services = |EI|5|
(@ Fl=  Action View ‘Window Help |-|ﬁ'|i|
cra@EXxmRn2 Dk

[:I Console Root Components
EI@ Component Services

=21 Computers a % %

E@ E Computer licati DMFacade. DMFacade. DMFacade.
-] COM+ Applications FxINI IFacade  ServerFacade

]--@" MET Ukilities

D oM+ Explorer
% COM+ QT Dead Letter
&2 COM+ Utilities
EI% Docurmenter
723 Components
G Legacy Components
-] Roles
-2 115 In-Process Applications
H- 115 Out-OF-Process Pooled
&2 1S Utiities
[]--% M5 Software Shadow Copy
[

[
[
[
[+

H- Syskem Application

-] DCOM Config

[#1-(] Distributed Transaction Coordi
[#1-(Z] Rurning Processes —

[+~ Event Yiewer {Local)
o Cawiras (1 nealt b
« | »

16. Right-click the Medici COM+ object, Documenter, and select Start to start the service.

Component Services = |E||i||
@ File  Action Wiew ‘Window Help | = |5’|ﬂ|
e |@EXE R 20 E 3 |
[[:l Console Rook Documenter 3 objeck(s)
H@ Component Services
= Conputers B @Ea @
EI@ g@mputar licati Companents Legacy Roles
B- EOM+ Applications Components
2 RET Utilities
D Com+ Explarer
COM+ G Dead Letter Gueus
& COM+ Utilities
% Len
%2 II5 In-Proce S |
& s ouor MES
&2 115 Utiities  Shutdown
g M3 Softwars  Disable
Swstem App )
3
-1 DCOM Config :'ew o e
-] Distributed Tran FH WINCow Trom Nere
-] Rurning Process  Dalate
[+~ Event Wiewer (Local)
-8y Services (Local) Properties
Help

J | _>I]
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The Medici Server requires an enabled COM+. For both new and update users, COM+ may be
disabled by default in Windows Server 2008 as shown by an error in the Event Viewer when
attempting to start the component:

Bl Uvent Properties - Event 10014, Detritat e e

[Beneri | pietuds |

The wcbntioen Foe CL 0 [DRBAADET- 4051 8078 ATBE- DETORF F2TT01] faled becyurs remate

nctvations foe COM e are doabled. Te srabde this funcionsbiy ate Soroer Manager to install the

COMA . Mbptavark Acceii feuburs n the Sppleation Servr i

£l
Leg Nape: Syrtem iI:
Sourge: Distribtnd COM Loggeg: ALY 54T A
Event Ex 1014 Task Categaee  None
Lewels Hirar Erywards Claiaic
e MR Computer bbb d Madentnb b cap
DpCode: Il
More Jrdomestion:  Buent Log Onlne Helg
Cogy fhaas

To enable COM+, open Server Manager, right-click Application Server and select Add Role
Services.

E,; Server Manager

File  Action Miew Help

&= | 7im H

_5.!_:3 Server Manager (XLABG4YZKSRDZE

S
H Campaner

N
| = 3

Add Role Services e the health o

¥ =2 File Services Remove Fole Services
# %5 web Server (1
[+ Eﬂ Features Refresh T
[+ i Diagnostics Help Z
= o} Configuration
& (L) Task Scheduler < Roles: 3 of 17 instal
[+ Windows Fireweall with Adve i
.‘s‘;s.. Services #3 Application Server
LA
&5 WMI Control File Services
.EI ;;FL-_, Local Users and Groups Web Server (115)
# =5 Storage
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Select COM+ Network Access and click Install.

ﬁ_ Select Role Services

EEEET it e ol sevvicoms Lo eutal o dpkstion Sarm:

Cordreation {Enle pereE Dieseriphiori
i b Hﬂmm
AEsits ) SWOF ), Wirkkow “wiord e Paundaton
| COMa hstrard Azcoms W e ecionss Presentation
[l TP Port Sareg Fourdston (WFF), Thess fraveworis
= H 'ﬁ'lll:ll-nl-’mﬂ-rn:ﬂrri.lnh:'rﬂrhnqnl (vl et M‘Mﬁm‘ﬂ:::
Phinigsh, Cp i) Asthabiors e
L] TEP Maotreation
L] Vawmed Pipes Sctreataon
= | Detrboned Trardatson
L1 Irsoeransg oo Traroarciions

_ Cusigorg Fermobes T ara-acions
WS-l T1ansatons
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Appendix D: Configure Your Windows Server

2003 or 2008 for COM+ and the Medici

Application Server

You must set up your server as an application server and not just a file server. Windows Server
2003 must be at SP1. To enable COM+, add a Domain Level Group to the Distributed COM Users
group local to your Windows Server 2003 or 2008 machine and add a new role to the Medici COM+
component containing the Distributed COM Users group as a user.

Note: These instructions are additional instructions for the Distributed COM Configuration
performed for the standard Application Server installation. You still need to ensure that
you enable COM+ and that you have configured the Identity tab of the COM+ Component.

You can find more details on Win 2003 SP1 configurations here:
http://www.windowsecurity.com/articles/Security-Configuration-Wizard-Windows-Server-

2003-SP1.html.

1. To open Computer Management, click Start, click Control Panel, double-click Administrative
Tools and double-click Computer Management.

My Administrative Tools

File Edit Wiew Favorites

=lolx|

GBack - d - ‘ﬁ

/l. ) Search Folders

]~

Address I-l;.g Administrative Tools

jGo

an Rename this file

&y Mave this file

D Copy this file

€ Publish this file to the
Weh

() E-mail this file
¥ Delete this file

Other Places

[ Control Panel
[} My Documents
.j Iy Camputer
\.J Ity Metwark Places

File and Folder Tasks = #

»

Component Services
Shortcut

A Data Sources (DDEC)
g Shortout

5
Z

Internet Information Services
Shortout
ZKE

Microsoft MET Framework 1.1
Configuration

il Shortouk

Performance
Shortout
2KB

_'h

FH

I_ompuker Management)

Shaortcut
> KB

Ewent Wiewer
Shorteut
ZKEB

Local Security Palicy
Shorteut
2KEB

Microsoft \MET Framewark 1.1
Wwizards
Shorteut

Services
Shortout
2KB
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Appendix D: Configure Your Windows Server 2003 or 2008 for COM+ and the Medici Application Server: COM+ Disabled in Windows Server 2008

2. To access the Distributed COM Users group, open the System Tools node, the Local Users and
Groups node, and click the Groups folder. Double-click the Distributed COM Users group.

E Computer Management ;Iglll
Q File  Acktion Wiew Window Help | = |ﬁ' |i|
€| X 2
E Computer Management {Local) Marne | Description |
E‘ﬁ% System TOU!S 5 Administrators Administrators have complete an..,
- (il Event Viewer ¥ Backup Operators Backup Operators can override s..,
g fhar;aj Foldersd a gGuests Guests have the same access as..
= Sau SEfs and roups gNetwork Configuration ... Members in this group can have ...
ISErs
gPower Lsers Power Lsers possess most admin,.,.,
gRemote Desktop Users Members in this group are grant...
), Device Manager gReplicator Supports file replication in a domain
Storage gUsers Users are prevented from makin. ..
% Services and Applications gDehugger Users Debugger users can debug proc...
d ko launch, ...
gHeIpServicesGroup aroup For the Help and Support ..

< |2

Note: Microsoft added this group to better facilitate how you grant access to users of
Distributed COM components.

3. The Distributed COM Users Properties window appears. Click Add.

Distributed COM Users Properties x|

General I

@ Distributed COM Users

Diescription: Members are allowed ta launch, activate and use Distib

Members:

Add.. Eemove |
ak I Cancel Apply
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Appendix D: Configure Your Windows Server 2003 or 2008 for COM+ and the Medici Application Server: COM+ Disabled in Windows Server 2008

4. The Select Users, Computers, or Groups window appears. Verify the object type is Users or
Groups, or click Object Types to change it. Add your Medici Group to the Distributed COM Users
group by entering its name in the object names field and clicking Check Names. Click OK to exit
this window, click Apply, and OK to exit the properties window, and then close the Computer
Management window.

Select Users, Computers, or Groups

Select thiz object type:
IUserS or Graups Dbject Types...

From thiz location:

Iwkglobal.cum Lozations. ..

Enter the object names to zelect [examplez):

T

Lheck Hames

Advanced... | (] I Cancel |

4

Note: The Medici Group should be the same group you use to maintain access to the shared
network location DMTransaction path. This allows for easier maintenance if you need to
add users to Medici.

5. To open Component Services, click Start, click Control Panel, double-click Administrative
Tools and double-click Component Services.
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File

'ﬁ', Administrative Tools

Edit Wiew Favorites Tools  Help

=101x|

b
u

OBaCk y 'L) - l‘m

@
/- Search i

Folders

'

Address I{g Administrative Tools

8

»

File and Folder Tasks

Iﬂn Rename this File
_:y Mawe this Fils
[ Copy this file

€8 Publish this file to the
Web

() E-mail this file
¥ Delete this file

»

Other Places

[ Control Panel

[} My Documents

.3 Iy Camputer

\3 Iy Metwork Places

[

fl=
X
g

Performance
Shortcut
2KE

Data Sources (ODBC)
Shortout
ZKE

Internet Information Services
Shorkeut
2KB

Microsoft \MET Framewark 1,1
Configuration
Shortcut

Computer Managemenk

Shorteut

Ewvent Viewer
Shorteut

ZKE

Local Security Policy

Shorteuk

Microsoft \MET Framewark 1.1

WWizards
Shorteuk

Services
Shortout

ZKE

6. The Component Services window appears. To access the Medici COM component, open the
Component Services node, the Computers node, the My Computer node, the COM+ Applications
node, and the Documenter node.

Component Services

B Fie

Action  Wiew  Window  Help

=1o1x]

SED)

R

-
-

4

D_'I Consaole Root
E-@ Component Services

E‘D Computers
E@ Iy Computer
=[] COM+ Applications
&® NET Utiities
9 comt Explarer
COM+ Qo Dead Letter Queue

115 Ouk-Of-Process Pooled Ap
115 Utilities

M5 Software Shadow Copy Pr
System Application

{1 DCOM Config

(2] Distributed Transaction Coordinaty
#-[_3 Running Processes

Ewvent ‘Wiewer (Local)
Services (Local)

Documenter 3 object(s)

B & @

Components Legacy Roles

Caomponents

Right-click the Roles folder under the Medici COM+ Component and select New then Role.
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omponent Services = IElllll
@ File Action ‘Wiew ‘Window Help |_|5’|1||
AL YA eNedk =T e = |

[:l Console Rook ~| | Documenter 3 objeck(s)
I_—_| @ Caomponent Services
=[] Compukers

E@ My Computer -

[E1-C0 oM+ Applications Cempenents . D:Dg;;gnts View b
1§D NET Utilties -
COM+ Explorer Refresh
. % COM+ QC Dead L

COMA Utilities

E| % Documenter
. -0 Components
(2 Legacy Camnpe
C Rales
D 115 In-Process Ap|

115 Out-OF-Proces
+ &0 115 Utilities
- M3 Software Shac
- System Application
-] DS Canfig
[#-{Z] Distributed Transactio
-] Running Processes  —

[]--@ Ewent Wigwer (Local)
=) Sarvicar {1 acali i
A I I 3

8. The Role window appears. Type a name for the new role, such as Documenter Users.

Role x|

& Fleaze enter a name far the new item.

IDDcumenter I zerd

OF. | Cancel

9. Expand the Documenter Users node. Right-click Users and select New, then User.
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Component Services ;Iglill
@ File Action Visw Window Help |;[i|£||
= | BEX2R[ 28 ([
[_1 Consale Raot | | Documenter Users 1 object(s)

EI@ Component Services
ED Computers

E| My Computer
2 =

-1 CoM+ Applications View b
B @" NET Utilities
-2 COM+ Explorer Refresh
[]--% COM+ QC Dead Letter Quet
(-2 COM+ Uiliies

[=-<58 Documenter
D Components
[:l Legacy Components
21 Rales

Elg Documenter Users

i D Users

&2 115 In-Process Applications
[+-<55 IS Out-OF-Process Pooled £
[H-& 115 Utiities
[+ M3 Software Shadow Copy |
H- System Application b
[-[_] DCOM Carfig

.77 Dunnina DvAraccas

[]---D Distributed Transaction Coording
-
4| | _’l_l

10. The Select Users or Groups window appears. Click Object Types.

Select Users or Groups

Select thiz object type:

ILIsers of Built-in zecurity principals Dbject Types...

Erom thiz location:
ISF‘EETHE2K35EFW

Locations. ..

Enter the object names to zelect [examples):

Check Mames

T

Advanced... | (K I Cancel
A

11. The Object Types window appears. Select the Groups check box and click OK.
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Select the types of objects pou want ta find.

Object types:

Object Types

2%

ﬁ Built-in security principals
ﬂ Jzers

ak I Cancel

12. Type Distributed Com Users in the Enter the object names to select field and click Check

Names.

Select thiz object type:

Select Users or Groups

ILlsers, Groupz, ar Built-in security principals

Frorn thiz location:

ISPEETHE2K35EH'\J’

Enter the object names to zelect [examples):

Dbject Types...

Locations. ..

Distributed Com L zers

Advanced... |

)8

Check Mames

| Cancel

A

13. Verify that you see the local machine name and domain appear before the group name. Click

OK.
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Select Users or Groups

Select thiz object type:

ILIsers, Groupz, or Built-in gecurity principals

Frorm thiz location:

ISF‘EETHEEKSSEH\-"

Enter the object names to zelect [examples):

2%

Dbject Types. ..

Locations. ..

SPECTRE 2K35SERYADistrbuted COM Users

Advanced... |

)4

G

Check Mames

| Cancel |

i

14. Right-click Documenter and select Start. Close the Component Services window.

Component Services

@ Fle  Action Wiew Window

Help

=10l x|

TR

@ = |[BE| X2

2

(_1 Console Rook

E@ Component Services

El D Compukers

E@ My Computer

B[] ComM+ applications
gD NET Ltilies
-2 COM+ Explorer
=&

&2 COMH Litilties
B

£9 115 In-Proce

-8 115 Qut-Of 4
& 115 Uiliies
% M5 Software

COM+ QC Dead Letter Queus

Documenter 3 object{s)

B @

Components

Export...

Start |
Shut down
Disable

ystem App
-0 1 Config
[#l-[Z] Distributed Tran

Yigw 3
Wew Window from Here

(-] Rurning Proces:

Delete

] % Event Yiewer {Local)

[#-#4y Services (Local)

Properties

Help

4]

]

Legacy
Compaonents

Grant Remote and Local Access

If you are unable to use the Distributed COM Users group, you need to set up a Medici Users group
directly into the role of the Medici COM+ component, instead of adding the Medici Users group to
the Distributed COM Users group and then adding the Distributed COM Users group to the role of

the Medici COM+ component.
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Appendix D: Configure Your Windows Server 2003 or 2008 for COM+ and the Medici Application Server: COM+ Disabled in Windows Server 2008

If you do need to add the Medici Users group directly to role of the Medici COM+ Component, you
must follow these additional steps to grant Remote and Local Access to Distributed COM+

components for this group:

1. To open the Local Security Policy on the server hosting the Medici Application Server, click
Start, click Control Panel, double-click Administrative Tools, and double-click Local Security

Policy.

ﬂr Administrative Tools

File Edit ‘Wiew Fawvorites

=101x|

Qw0 13

@
/- Search i

Folders

'

Address I{g Administrative Tools

jGo

Iﬂn Rename this File
_:y Move this File
[ Copy this file

€8 Publish this file to the
Web

() E-mail this file
¥ Delete this file

[ Control Panel

[} My Documents

._-J Iy Camputer

\3 Iy Metwork Places

File and Folder Tasks %

Other Places £

Component Services
Shortout

f| Data Sources (ODBC)

Shortout
2

Internet Information Services
Shorkeut
2KB

Microsoft \MET Framewark 1,1

’- Configuration

Shorkeut

Performance
Shortcut
2KE

Computer Managemenk
Shorteut

Ewvent Viewer
Shorteut

Microsoft \MET Framewark 1.1
WWizards
Sharkeut

Services
Shortout
ZKE

Medici Installation Instructions

67

»_"3 Wolters Kluwer

Financial Services



Appendix D: Configure Your Windows Server 2003 or 2008 for COM+ and the Medici Application Server: COM+ Disabled in Windows Server 2008

2. The Local Security Settings window appears. Expand Local Policies and select the Security
Options folder. Select the DCOM: Machine Access Restrictions in Security Descriptor Definition

Language (SDDL) syntax option and press Enter.

" Local Security Settings

g [l

Eile Action Wiew Help

9 |B|XEE |2

Audit FTDHCY . nccounts: Limit local account use of blank passwords ko console logon anly

User Rights Assignmen P.ccounts: Rename administrakor account

nccounts: Rename guest account

Audit: Audit the access of global system objects

Audit: Audit the use of Backup and Restare privilege

nudit: shut down system immediately if unable to log security audits
icti rity O or Definiti

[Z3 Public Key Policies
: [Z1 Software Restriction Policie
g IP Secutity Policies on Loca

lachine Ac tions in Se

Devices: Allow undock without having to log on

Devices: Alloveed to Format and eject removable media
Devices: Prevent users from installing printer drivers
Devices: Restrick CD-ROM access to locally logged-on user only
Devices: Restrict floppy access to locally logged-on user only
Devices: Unsigned driver installation behavior

Domain controller: Allow server operators to schedule kasks
Domain controller: LDAR server signing requirements

J | F

@ Security Settings Policy  # -
"@ Account lPloIicies 28] Accaunts: Administratar account status
E@ Local Palicies [&8] Accounts: Guest account status

k £y iptar ition Langua 3
DCOM: fachine Launch Restrictions in Security Descriptor Definition Language {SDDLY syntax

3. The Template Security Policy Setting window appears. Click Edit Security.

DCOM: Machine Access Restrictions in Securik el |

Template Security Policy Setting

g"_. DCOM: Machine Access Restrictions in Securnty Descriptar
a'[" Definition Language [SDDOL) spntay

If the security dezcriptar iz left blank after defining the policy setting in the
ternplate, the policy getting will not be enforced,

Security descriptaor:

|| Edit Security... |
(] 4 I Cancel | Lpply |
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4. The Access Permission window appears. Click Add.

Access Permission

Security Limits |

Group or user names:

!ﬂ Distributed COM Users [SPECTREZKISERV Digtibuted C...

21

133 Everpone
Add... | Bemove |
Bermizszions for ANONYMOUS
LOGOM Allow Deny
Local Access O
Remote Access O

o]

Cancel

5. The Select Users or Groups window appears. Enter the Medici Users group in the Enter the

object names to select field and click OK.

Select thiz object wpe:

Select Users or Groups

ILlsers, Groups, ar Built-in gecurnty principals

Erom thiz location:

ISF‘EETFEEIZKSSEFI‘-.-f

Enter the object names to zelect [examples]:

21

Object Types...

Locations. .

SPECTRE 2K.35F AV \Documenter Ll sers

Advanced... |

Ok

Check Mames

| Cancel

i
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Appendix D: Configure Your Windows Server 2003 or 2008 for COM+ and the Medici Application Server: COM+ Disabled in Windows Server 2008

6. In the Access Permission window, select both the Local Access and Remote Access check
boxes in the Allow column and click OK.

2x]

Security Lirnitz |

Group or user names:

ﬁEANDNYMDUS LOGON
!ﬁ Digtributed COM Usgers SPECTRE2KISERYDigtributed C

Add. . | Bemove |

Eermizsions for Documenter

Uszers Al Deny
Local Access a
Remote Access a

ok I Cancel

7. Click OK again to exit the Template Security Policy Setting window.

8. Repeat steps 2-7 for the DCOM: Machine Launch Restrictions in Security Descriptor
Definition Language (SDDL) syntax option.

£ Local Security Settings - |0l =
E

File  Action Wiew Help
o |EX |2

@ Security Settings

-8 account Policies

E! {28 Local Policies

28 Audit Policy

-8 User Rights Assignmen
@ Security Options

(23 Public key Policies

(2] Software Restriction Policie
.g IP Security Policies on Laca

Palicy  ~ | -
.nccounts: Administrator account status

Accounts: Guest account stabus

.n[munts: Limit local account use of blank passwords to console logon only

Accounts: Rename administrator account

Accounts: Rename guest account —
nudit: Audit the access of global system objects

Audit: Audit the use of Backup and Restare privilege

Audit: Shut down system immediately if unable ko log security audits

DCOM: Machine Access Restrictions in Security Descriptor Definition Language {S00L) syntax

Laur
Dewcas:

Allows undack without having to log on
Devicas: Allowed to Format and eject removable media
DEViEES: Prevent users from installing printer drivers
Dewcas: Restrick CO-ROM access ko locally logged-on user only
Devicas: Reestrict Floppy access ta locally logged-on user anly
Devicas: Unsigned driver installation behavior

Domain controller: Allow server operators to scheduls tasks

Dumain controller: LDAP server signing requirements _ILI
3
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Appendix E: Documenter COM+ Component
Removal

The Documenter (Medici) COM+ application needs to be removed only if you are changing the
install configuration of the machine where Medici is being installed. For example, if the machine
was a server machine only or a server/database machine without a client and the new
configuration will be a server/database/client or server/client or client only, then the COM+
component needs to be removed.

This appendix covers the instructions for how to delete the Documenter COM+ component.

1. To open Component Services, from your desktop click Start, Control Panel, Administrative
Tools, Component Services. The Component Services window appears.

{#:Component Services =10l x|
@ File  Action Miew ‘Window Help |;|i|i|
o |mB 2

Consale Root

Component Jervices
Event Viewer (Local)
Services (Local)

Mame

@Component Services
Event Wiewer (Local)
%Services {Lacal)
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2. To locate the Medici COM+ Application, expand Component Services, Computers, My
Computer, COM+ Applications. Right-click Documenter. Select Delete from the context-menu.

Component Services
File  Action Wiew Window Help
o= | BE(XEE | @E| Y|

mponent Services' Computers'My Computer,COM+ Applications',Documenter

[OconsooRost Ba &
E@ Component Services D

Ell:l Computers Components Legacy Rales
EQ My Comnputer Components
-] oM+ applications

22 MET Utilities

D comt Explorer
% COM+ G Dead Letter Queue Lister

22 COM+ Utilities

#5115 out-ol EXROE

- System Af Start
-] DCOM Config | 2hut down
-] Distributed Tr:  Disable
-] Running Proce
[]--@ Active Directory Users anc
[]--@ Event Yiewer (Local)

[y Services (Local)

Wiet 3
Iews Window from Here

Properties

4]

Help

|De|etes the current selection. i

Note: This only removes the COM+ component, it does not uninstall the Medici Server
itself.
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Appendix F: Medici System Configurations

There are different ways to configure Medici. Larger institutions often network all the various
features on different machines: the SQL Server on one machine, the Medici Server on a second
machine, the DMTransaction folder for the output files on a third machine, and then the client
feature on individual workstations. Other institutions may choose to house the SQL server and
Medici Server on one box, with the DMTransaction folder on a separate file server.

Based on the number of machines you want to use to run Medici, there are different configuration
options:

Perform a 3-Tier installation if you want to have three separate machines running the three main
features of the Medici application; one for the Database, one for the Medici Server, and one for
each of the Medici Client workstations.

Perform a 2-Tier installation if you want to split the three main Medici features of Database, Medici
Server and Medici Client between two separate machines, which you may accomplish in a variety of
ways.

Perform a 1-Tier installation if you want to have all three Medici features on one machine: Medici
Client, Medici Server and Database.

Note: 4-Tier Configuration - The placement of the DMTransaction folder can create an
extra “tier” for any of the above configurations if the folder is located on a different
machine. The transaction folder is shared and typically exists on a network file server, so it
is accessible to all client machines.

Any machine that houses the DMTransaction folder needs to have its disk free space
monitored over time. The transaction files increase in direct relation to the number of
loan documents created.

Changing Configuration during Upgrade

Note that if you want to change your existing configuration as part of your upgrade, first un-install
the previous release of Medici from all machines and when installing the new release of Medici,
select your new configuration.
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